7~ VERMONT

Phase Il: Federal Medicaid Law Regarding Tamper-Reistant
Prescription Drug Pads — October 1, 2008

Dear Prescriber:

This letter contains critically important informaiti regarding compliance with the Medicaid Tamper
Resistant Requirements.

As of October 1, 2008, all handwritten and/or cotepigenerated printed prescriptions for Medicaid
patients must be fully compliant with federal guida for prescription tamper resistance.

While the first phase of tamper resistance guidaaqaired prescribers to use at least one feature
from one category of tamper resistance, this sepbiage requires that handwritten or computer-
generated printed Medicaid prescriptions congdileast oneindustry recognized featufeom each

of the three categories of tamper resistance. Prescriptionsl&dicaid patients that are telephoned,
faxed or ePrescribed are exempt from these tanegestance requirements.

Prior guidance for computer-generated printed pigsons stated that special copy-resistant paper
would likely be required to be in compliance afatober 1, 2008. CMS has clarified this statement
and is now stating that while special papgty be used to achieve copy resistance, ibis

necessary. Computer-generated printed presargay be printed on plain paperand be fully
compliant with all three categories of tamper itasise — provided they contain at least one feature
from each of the three categories detailed below.

Review of CMS Requirements for October 1, 2008

By October 1, 2008, a handwritten or computer-gateer and printed prescription must contain at least
feature inall three categories. No feature may be used twice:

1) Copy ResistanceOne or more industry-recognized features designguevent unauthorized copying of
a completed or blank prescription.

2) Erasure/Modification Resistance:One or more industry-recognized features desigm@devent the
erasure or modification of information written dretprescription by the prescriber.

3) Counterfeit Resistance:One or more industry-recognized features desigm@devent the use of
counterfeit prescriptions.

The following best practices are recommended fopadn to meet the tamper-resistant requiremergs (S
Appendix | for examples):
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Recommended Best Practices for Tamper Resistant ted Prescriptions

Category I
Copy Resistance

Cateqgory 2
Erasure / Modification

Resistance

Category 3
Counterfeit Resistance

Feature

Description

A) Void/lllegal/Copy Pantograph
with or without Reverse Rx

B) Micro print signature line for
computer-generated printed
prescriptions if computer cannot
produce Void/lllegal/Copy
Pantograph with or without Reverse
Rx

A) An Erasure revealing background
(resists erasures and alterations) for
written prescriptions or printed on
“toner-lock” paper for laser printed
prescriptions, and on plain bond
paper for inkjet printed prescriptions

B) Quantity check off boxes, refill
indicator (circle number of refills or
“NR™), or border characteristics
(dispense and refill # bordered by
asterisks and optionally spelled out)
for computer-generated printed
prescriptions

Security features and descriptions

listed on the prescription

Note for Prescription Pad Purchasers

A) The word “Void,” “lllegal,” or “Copy”
appears when the prescription is photocopied.

B) Very small font which is legible (readable)
when viewed at 5x magnification or greater,
and illegible when copied.

Background that consists of a solid color or
consistent pattern that has been printed onto the
paper. This will inhibit a forger from physically
erasing written or printed information on a
prescription form.

Toner-lock paper is special printer paper that
establishes a strong bond between laser-printed
text and paper, making erasure obvious. Note —
this is NOT necessary for inkjet printers — as the
ink from inkjet printers is absorbed into normal
“bond” paper.

In addition to the written quantity on the
prescription, quantities are indicated in ranges.

Quantities and refill # are surrounded by special
characters such as an asterisks to prevent
modification, e.g. QTY **50**,

A complete list of the security features on the
prescription paper aids pharmacists in
identification of features and determining
compliance.

On average it should take two to four weeks forrymew prescriptions pads/paper to arrive once yauelplaced
your order with a prescription pad vendor. If yare using a new prescription pad vendor for thet fime, your
shipment may take longer since the vendor will negarocess your information.

Appendix Il summarizes features, including andddition to the best practices above, that coulthbleided on
a tamper-resistant pad/paper to ensure compliaithdlve CMS guidelines for October 1, 2008. They a
categorized according to the three types of tarppeof features described by CMS.

Office of Vermont Health Access

(802) 879-5900

Page 2 of 11



Recommended Actions for Prescribers

1) Ensure that your prescription pads or printed piesons contain at least one industry-recognizsture
in each of the three categories listed above. t Bestice examples of prescription pads and coerput
generated prescriptions that meet all three caitegjare described above and shown below.

2) Contact your prescription pad vendor to securepgnagriate supply of tamper-resistant prescrippiads
and/or paper that will meet your state’s requirets@m October 1, 2008; or contact your Electronic
Medical Record (EMR) / ePrescribing vendor to maileee that your use of the application to print
prescriptions will be compliant by October 1, 2008.

Impact on Medicaid Patients

In order to ensure that patients do not see angradumpact regarding their access to medicatibissgritical
for you to meeall three CMS requirements prior to October 1. In an emeeygesituation, prescriptions written
on non-tamper-resistant pads will be permittecbag ks the prescriber provides a verbal, faxedireleic or
compliant written prescription within 72 hours aftee date on which the prescription was filled.

Appendix 1

Best Practices for Tamper Resistant Printed Presaptions (Handwritten)

Category 1
A) Photocopied “COPY”, “ILLEGAL”", or “VOID” Pantgraph
Category 2
A) An Erasure revealing background (resists eessand alterations)
B) Quantity check off boxes
C) Refill indicator (circle number of refills 6NR”)
Category 3

A) Security features and descriptions listedtangrescription
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Appendix 1 (continued)

Front

Void or Copy Pantograph : displays “VOID” or
“ILLEGAL” on a color copy of an Rx. It will appear
on a wide range of copier settings. (Cat. 1)

Back

Chemically -Protected Paper : Invisible coating causes “VOID” or a stain to
appear on a handwritten Rx when altered by a wide range of chemicals.
Toner receptor coating protects laser-printed Rx data from being removed
or altered. (Cat. 2) Recommended for use with Preprinted Text Fields

Preprinted Text Fields : Quantity

check boxes, refill indicators, and /
preprinted limitations or guidelines

make the Rx harder to modify.

(Cat.2)

Securit y Features List : a prominent display
of the prescriptions features, sometimes part
of a “Warning Band” or box. (Cat. 3)

\Heat-sensitive Image : An Rx, logo, or other symbol printed with
Thermochromic ink, so the image changes color or disappears when
it is rubbed briskly or exposed to warm breath. (Cat. 1 and 3)

SPRINGHAVEN MEDICAL PRACTICE
i 1234 HEALTH CENTER DRIVE ™., . &

0 (TON, OH 45408- ...
PHOMNE 1-937-221-1234 + FAX 1-937,

Example of a Color
Copied Prescription

Office of Vermont Health Access

JOHN.R. SMITH, M.D.
Lic: 123456 + DEA:’XX1234567
NPI: 2222222222

* HELEN C.DOE, MiD, - |
Lic: 123456 + DEA: XX1234567 .
NP 2222222222

PATIENT'S FULL NAME

SEX |DATE OF BIRTH
/ /

ADDRESS

DATE
/

R

besrRefils 1 20 3.4

PN
. 100000001
[J:1-24 :
+25-49
[-50-74
["75-100.

[ 101-150
151 and over

¥

PRESCRIBER'S SIGNATURE

DEA#:

T No Refills Void After

IR \/ALID FOR CONTROLLED SUBSTANGES B

(802) 879-5900

Hollow Pantograph: VOID
or ILLEGAL is designed to
not obscure or block vital
information. Often showing
strongest intensity at the “top”
or the document. These
pantographs generally do not
“pop” on a black and white
fax
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Appendix | (continued)

Best Practices for Tamper-Resistant, Computer-Geneaited Printed Prescriptions

Category 1
A) Copy Resistance: Microprint signature line*
Category 2
A) Modification / Erasure Resistance: Border charastics (dispense and refill # bordered
by asterisks AND spelled out)
B) Modification / Erasure Resistance: Printed‘tmmer-lock” paper for laser printed
prescriptions and on plaomd paper for inkjet printed prescriptions
Category 3

A) Counterfeit Resistance: Listing of securitptigres

*Microprint Line viewed at 5x magnification
THIS IS AN ORIGINAL PRESCRIPTION-THIS IS AN ORIGINAPRESCRIPTION-THIS IS AN ORIGINAL PRESCRIPTION-THIIS AN ORIGINAL PRESCRIPTION

Example A

Category #1 — Copy Resistance: Microprint signalime

Category #2 — Modification / Erasure ResistancerdBo characteristics (dispense and refill # borddre
asterisks AND spelled out)

Category #2 — Modification / Erasure Resistanceint®d on “toner-lock” paper for laser printed
prescriptions, and on plain bond paper for inkjatted prescriptions

Category #3 — Counterfeit Resistance: Listing alsity features

*Microprint Line viewed at 5x magnification
THIS IS AN ORIGINAL PRESCRIPTION-THIS IS AN ORIGINAPRESCRIPTION-THIS IS AN ORIGINAL PRESCRIPTION-THIIS AN ORIGINAL PRESCRIPTION
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Appendix | (continued)

Example B

Category #1 — Void/lllegal/Copy Pantograph withasthout Reverse Rx

Category #2 — Modification / Erasure ResistancerdBpo characteristics (dispense and refill # bordidrg
asterisks AND spelled out)

Category #2 — Modification / Erasure Resistanceint®d on “toner-lock” paper for laser printed
prescriptions, and on plain bond paper for inkyatted prescriptions

Category #3 — Counterfeit Resistance: Listing alsiy features
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Appendix I

Summary of features that could be used on a tampeaesistant pad/paper in compliance with the CMS
guidelines

Category 1 — Copy Resistancédne or more industry recognized features design@devent
unauthorized copying of a completed or blank pipson form.

Feature Description
“Void,” “lllegal,” or “Copy” pantograph_with or | The word “Void,” “lllegal,” or “Copy” appears
without Reverse “Rx” when the prescription is photocopied. Except where

state law mandates the word “Void” or “lllegal” t|i
is recommended that the pantograph show the word
“Copy” if the prescription is copied. The
pantograph should be configured so as not to
obscure the security feature description contained
on the prescription, the patient and prescriber
demographics, or the medication and directions.

Some pantographs can be problematic because
when the prescription is copied, the resulting Vo
or other wording that appears makes the underlying
prescription difficult to read. This type of
pantograph should be avoided. We suggest that you
ask your pad vendor about hollow “VOID”
pantograph lettering which is less likely to obscur
the prescription information.

The Reverse Rx disappears when copied at a light
setting — thus making the pantograph more effective
in copy resistance. The pantograph may be useg
with a reverse Rx, but Reverse Rx is not effective
a feature by itself.

Micro printing — To be effective, this feature | Very small font which is legible (readable) when
must be printed in 0.5 font or less making it | viewed at 5x magnification or greater, and illegib

illegible to the pharmacist when copied when copied.

Thermochromic ink Ink changes color with tempemtciange.
Coin-reactive ink Ink changes color when rubbed lopin.
Watermarking Printed on the back of prescription form. The maost
Security back print (artificial watermark) popular wording for the security back print is

“Security Prescription” or the security back print
can include the state’s name. Can only be seen
when viewed at an angle.

|

Weak digital watermarks cannot be read if copie
Digital watermarks and strong digital watermarks provide digital righ
management/“proof” of origin when copied.

—

Special paper contains a watermark that can be seen
Watermarking on special paper when backlit.
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Appendix Il (continued)

Category 2 — Erasure / Modification Resistance©One or more industry-recognized features desigr
to prevent the erasure or modification of inforraatwritten / printed on the prescription by the

prescriber.

Features to Prevent Erasure

Description

An erasure revealing background (erasure
resistance)

Background that consists of a solid color or
consistent pattern that has been printed onto the
paper. This will inhibit a forger from physically
erasing written or printed information on a
prescription form. If someone tries to erase, the
consistent background color will look altered and
show the color of the underlying paper.

Toner Receptor Coating / Toner Lock or Color
Lock paper (erasure resistance for computer
generated prescriptions printed with a laser

printer)

OR

Chemically reactive paper (erasure resistance
hand written prescriptions)

Special printer paper that establishes a strong b
between laser-printed text and paper, making

ed

N

erasure obvious. Note — this is NOT necessary for

inkjet printers — as the ink from inkjet printess i
absorbed into normal “bond” paper.

fidrexposed to chemical solvents, oxidants, acids,
alkalis that can be used to alter the prescriptios,
chemically reactive paper will react and leave a
mark visible to the pharmacist.

Features to Prevent Modification

Description

Quantity check off boxes and refill indicator
(circle or check number of refills or “NR)

In addition to the written quantity on the

prescription, quantities are indicated in rangess
recommended that ranges be 25’s with the highe
being “151 and over”. The range box
corresponding to the quantity prescribed MUST |
checked for the prescription to be valid.

The refill indicator indicates the number of reill
on the prescription. Refill numbers must be uge(
be a valid prescription.

(0]

St

De

] t

Pre-printed language on prescription paper

Example: “Rx is void if more than XXX Rx’s or
paper”

Reduces ability to add medications to the
prescription. Line must be completed for this
feature to be valid. Computer printer paper can
accommodate this feature by printing, “This spag
intentionally left blank” in an empty space or
quadrant.

e

Quantity and Refill Border and Fill (this is the
recommended for computer generated
prescriptions)

Quantities and refill # are surrounded by special
characters such as an asterisks to prevent
modification, e.g. QTY **50** Value may also be

expressed as text, e.g. (FIFTY), (optional).

Please note that while ONLY one feature from thedeQory 2 is required, it is strongly recommendett bne
feature of erasure resistance and one feature dffication resistance be used. Inkjet printed pripsions are
de-facto erasure resistant based on the chardictei$ inkjet ink.
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Appendix Il (continued)

Category 3 — Counterfeit ResistanceOne or more industry-recognized feature designguideent
the use of counterfeit prescription forms.

Feature Description

Security features and descriptions listed on | Complete list of the security features on the
prescriptions — this feature is strongly prescription paper for compliance purposes. This i
recommended on all prescriptions strongly recommended to aid pharmacists in

identification of features implemented on
prescription.

Thermochromic ink Ink changes color with tempemittinange.

State Approved Vendor ID This feature is only efifexin states with an
approved vendor listingNot applicable in
Vermont.

Serial number Number issued by printer of presinipor

uniquely assigned by EMR or ePrescribing
software; may or may not be sequential. Only valid
if reported and tied to the pharmacy claim
adjudication process. NY is the only state that ha
this system currently in placéNot applicable in

Vermont.

Encoding techniques (bar codes) Bar codes on poésar. Serial number or Batch
number is encoded in a bar codéot applicable
in Vermont.

Security Thread Metal or plastic security threatibedded in paper

as used in currency.

Appendix Il

FREQUENTLY ASKED QUESTIONS CONCERNING
THE TAMPER-RESISTANT PRESCRIPTION LAW
(SECTION 7002(b) OF THE U.S. TROOP READINESS,
VETERANS’ CARE, KATRINA RECOVERY, AND IRAQ
ACCOUNTABILITY APPROPRIATIONS ACT OF 2007)

Retroactive Eligibility

Sometimes a person becomes eligible for Medicantis after he or she has submitted a written
prescription to a pharmacy and has had the pharifilathe prescription. In these retroactive elitjity
situations, the recipient often will return to fhiegarmacy and present evidence of eligibility inesrtb get
reimbursed by the pharmacy for whatever moneyehgpient previously paid the pharmacy to fill the
prescription. Many have asked whether in ordesutomit a claim to Medicaid the pharmacy must ob#ain
compliant prescription.

Q: When it is determined that a Medicaid recipismnetroactively eligible for Medicaid and the

recipient’s original written prescription was fitle@luring a period when the recipient is now deemed
to have been Medicaid eligible, must the pharmpdgy to submitting a claim to Medicaid, obtain a
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tamper-resistant written prescription, a verbakoyd faxed prescription, or an e-prescription o
submitting a claim to Medicaid?

A: When a Medicaid recipient is retroactively elig for Medicaid after a pharmacy has alreadydille
the recipient’s prescription, CMS will presume ttieg prescription was compliant with section
7002(b), unless there is evidence that the prasmmigvas non-compliant. This presumption applies
to the filling of the prescription that occurrbdforethe recipient became retroactively eligible for
Medicaid. This presumption doest extend to any refills that occurrafter the date on which the
recipient is determined to be eligible for Medicafguch refills require that the pharmacy obtain a
new, tamper-resistant prescription in compliancewection 7002(b). Alternatively, the pharmacy
may obtain verbal confirmation of the prescriptioom the prescriber or may obtain the prescription
from the prescriber by facsimile or e-prescription.

Emergency Prescription Fills

Q: May the pharmacy provide the full prescriptiorthe patient in the emergency fill situation, arsn
the pharmacy only provide a 72-hour supply?

A: The pharmacy may provide the full prescriptiorthie patient in the emergency fill situation, sod
as the pharmacy obtains a compliant prescriptiomriting, or by telephone, fax, or e-prescription,
within 72 hours.

Drug Orders in Certain Institutional Settings

CMS has received many questions about drugs pbescm institutional settings that are ordered by
way of drug orders written in patient charts oother written formats, where these orders are mibten on
prescription pads.

Q: Must a written order provided in an institutibsatting described in section 1927(k)(3), and
separately reimbursed by Medicaid, that is wriitén the medical record and conveyed by medical
staff to a pharmacy be executed on a tamper-rasigtascription pad?

A: CMS has concluded that a written order prepamegh institutional setting where the doctor or
medical assistant writes the order into the medabrd and then the order is given by medicaf staf
directly to the pharmacy is considered “tamperstesit,” so long as the patient never has the
opportunity to handle that written order.

Prescriptions for Controlled Substances

Q: Federal law and many State laws require thairalcriptions for Schedule Il controlled substance
be written. If a non-tamper-resistant, controlgedbstance prescription that complies with Federal
and State law is presented to a pharmacy, mayhtier@acy obtain verbal confirmation from the
prescriber in order to satisfy the tamper-resistaqtirement?

A: Yes. As long as the Schedule Il requiremengssatisfied, tamper resistance can be satisfied gr

any of the following methods: through a prescaptihat is transmitted verbally, sent by facsimile,
or sent through an e-prescription, or is writtercompliant, tamper-resistant prescription pad.
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Physician-Provided Drugs

In many cases physicians provide prescription ddigstly to patients (e.g., via samples).

Q: If the prescriber provides a drug directly thadicaid recipient, is a tamper-resistant prescnpt
required?
A: No.

Communication between Physician/Prescriber and Phamacy

The requirement for tamper resistance does noydppion-written prescriptions, that is, it doe$ no
apply to: e-prescriptions; prescriptions transnditi@ the pharmacy by facsimile; and prescriptions
communicated to the pharmacy by telephone.

Q: Does the physician/prescriber have to be thiighaal who transmits a non-written prescriptiorato
pharmacy?

A No. A nurse or administrative staff person whauthorized to act on the prescriber’s behalf may
phone the pharmacy the order, send the order Isynfide, or electronically transmit the order to the
pharmacy.

Q: Will the action of a pharmacist calling backreygician/prescriber and making appropriate

documentation on the original, non-compliant writfgescription make the prescription compliant
for purposes of a subsequent Medicaid audit?

A: Yes. Documentation by the pharmacy of verbaificmation of a non-compliant written prescription
satisfies the requirements of the law.

Prescription Transfers between Pharmacies

Q: When Pharmacy # 1 transfers a tamper-resistastpption to Pharmacy # 2 to be filled, will a
facsimile or telephone call from Pharmacy # 1 tarfAtacy # 2 satisfy section 7002(b), or must
Pharmacy # 2 obtain direct confirmation from thggtian/prescriber?

A: Pharmacy # 2 need only obtain a phone callfacaimile from Pharmacy # 1 in order to confirm the
authenticity of the tamper-resistant prescriptioat tvas previously delivered to Pharmacy # 1.
There is no need for Pharmacy # 2 to obtain drenfirmation of the original prescription from the
physician/prescriber.

Ink Pens for the Erasure or Modification of Information on a Prescription

Q: Does the requirement of the use of an ink pésfgdhe second characteristic set forth on page t
of the SMD Letter (i.e., a feature that “preventfs} erasure or modification” of information on a
prescription)?

A: No, it does not. Ink can be erased and modifeed in part for those reasons, the use of apémkis
not an industry recognized standard.
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